HNugopmanmonnasi naMsATKA 11 HeCOBEPILICHHOJIETHHUX I10 BOIIPOCAM
KHOepOe30NacCHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHble BUPYCHI

KomnproTepHBIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(xonupoBaHuio). B 1omoiiHeHHEe K O3TOMY, BHUPYChl MOTYT TOBPEIUTH WM
MOJIHOCTBIO YHUUTOKUTH BCE (Pailyibl U TaHHBIE, TTOJJKOHTPOJIbHBIE MOJIb30BATEIIO,
OT UMEHU KOTOPOro Oblja 3amylleHa 3apakEHHAs IporpamMma, a TaKkKe MOBPEAUTh
WIN JIaXKe YHUUYTOXKUTH ONEPallMOHHYIO CUCTEMY cO BceMH (aiimamu B 1enom. B
OOJIBIIMHCTBE CIIy4aeB pacpOCTpaHsAIOTCA BUpPYChl uepe3 HTepHer.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM

1. Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [TocTostHHO ~ ycTaHaBnuBail maTuu (UMQPPOBBIE 3arlIaTKH,
KOTOpblE€ aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEJNbIO  J10pabOTKH
OporpaMMbl) U JIpyrMe OOHOBJIEHUS CBOEH OINEpaliOHHON CHCTEMBI.
CkauyuBail UX TOJBKO ¢ oduiuanbHOro caiita paspadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUSI, BKJIIOUYH €r0;

3. PaboTait Ha cBOeM KOMIIBIOTEPE IO MpaBaMH MOJIb30BATENs, a
HE aJMHUHHCTpaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4, Hcnons3yil ~ aHTUBUPYCHBIE  NPOrPaMMHBIE  TPOIYKTHI
U3BECTHBIX IPOU3BOJUTENEH, C aBTOMATHUYECKMM OOHOBJIEHUEM 0a3;

S. Orpannup  (U3MYECKUH  JOCTYH K  KOMIIBIOTEpY s
NOCTOPOHHUX JIULI;

6. Hcnionw3yil BHemHME HOCHTENW WHPOPMAIMK, TaKue Kak
bnemka, auck wunu  (daitn u3 HMHTEepHETa, TOJIBKO W3 MPOBEPEHHBIX
MCTOYHUKOB,;

1. He oTkpbpiBaii KOMMBIOTEpHBIE (ailyibl, TMOJMYYEHHBIE U3
HEHAJ&KHBIX MCTOYHUKOB. Jlaxke Te aiinpl, KOTOpble MpUCTIal TBOH

3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI U OH TeOe UX.



Ceru WI-Fi

C nomoripio WI-Fi MOXXHO MOJIY4YUTh OCCIUIATHBIA HHTEPHET-IAOCTYII B
OOIIIECTBEHHBIX MecTax: Kade, OTeNsx, TOProBbIX ILIEHTpax U a’pomopTax. Ho
MHOTHE DKCHEepPThl CUYHMTAIOT, 4TO obmenoctynasie WiFi cetu He sBustoTcs
0€30MaCHBIMH.

CogeThbl 110 0€301aCHOCTH PA0OTHI B 001IeOCTYNHBIX ceTax Wi-Fi:

1. He nmepenaBaii cBOO JMYHYIO HHOpMaLUIO  yepe3
obmenocrynusie Wi-Fi cern. PaboTas B HMX, JKelaTeIbHO HE BBOJIWTH
MapoJiv J0CTyTa, JIOTHHBI U KaKUe-TO HOMEPA,

2. Hcnons3yil W OOHOBJISN aAHTUBUPYCHBIE NPOrpaMMbl U
OpanaMmaysp. TeM caMbIM Thl 00€30MacHIIlb ceOs OT 3aKaYKK BUpyca Ha TBOE
YCTPOMCTBO;

3. [Ipu wucnonb3zoBanun Wi-Fi otkmoun Qyskiuo «OO0muit
noctyn kK ¢aimam u  npuHTepam». JlaHHas QyHKIUSA 3aKphITa 110
YMOJTYaHUIO, OJTHAKO HEKOTOpHIC IIOJNH30BATEIN AaKTHUBUPYIOT €€ s
y100CTBa UCIIOJIb30BaHUs B paboTe Win y4yeoe;

4, He wucnone3yit nyomuunbii WI-FI i nepemadn  JTHYHBIX
JTAHHBIX, HAIPUMEP, JUISl BBIXOJ]a B COLIMAJIbHBIC CETHU WM B AJIEKTPOHHYIO
TouTY;

S. Hcnonp3yii Tonpko 3amuuieHHoe coenunenne yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope Beb-anpeca BBOaU UMEHHO «https://»;

6. B Mob6unbHOM Tenedone otkimoun dyHkuuo «lloakmoduenne K
Wi-Fi aBromarmueckm». He mgomyckaii aBTOMATHYECKOTO IMOIKIIOYCHHS

ycTpoicTsa K cetsim Wi-Fi 0e3 TBoero cornacus.

ConmajibHbIE CeTH

CoumanbHasi ce€Tb — 3TO CalT, KOTOPBIM MPEIOCTABISET BO3MOMXHOCTH
JIOJIIM OCYIIECTBIISITh 00IIeHne Mexay coboit B MuTteprere. Yare Bcero B HUX
Il KKIOTO YEJIOBEKA BBIJCIACTCS CBOS JIMYHASA CTPAHUUYKA, HA KOTOPOW OH
yKa3blBaeT O cebe pa3IuyHyr0 HH(pOpMaIMi0 HayuHas OT UMEHHU, GaMuiIuu u
3aKaH4YMBas JIMYHBIMU QoTorpadusimu. MHOTHE MOIH30BATEIN HE TOHUMAIOT, YTO
uH(popMaIus, pa3MEIICHHas UMH B COITMAIBHBIX CETSX, MOXKET ObITh HaiieHa U
UCIIOJIb30BaHA KEM YrOJHO, B TOM 4YHCIEe HE o00s3aTeNbHO C Oyarumu

HaMCpPCHUAMMU.



OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CETHAX:

1. Orpanuub CIUCOK Apy3ei. Y TeOst B APY3bAX HE JOHKHO OBITh
CIIy4allHbIX U HE3HAKOMBIX JIFOAEH;

2. 3ammiiail CBOIO 4YacTHYIO >KM3Hb. He yka3piBail mapoiiu,
TeneoHbl, aapeca, JAaTy TBOETO POXICHUS U JAPYIyl0 JIHYHYIO
uHpopMaIuio. 3J0YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh Jake HHGOPMAIIUIO
O TOM, KaK Thl U TBOM POJIUTEIIN IUIAHUPYETE MTPOBECTU KAHUKYJIbI;

3. 3amminai CBOIO pEIyTaluio — JIEPKU €€ B UACTOTE U 3aJaBai
cebe Bompoc: XOTesd Obl Thl, YTOOBI APYTHE MOJB30BATENIN BUAEIH, YTO ThI
3arpyxaenib? Ilomymaii, mpexae yeMm 4To-TO OMyOJMKOBaTh, HaNMUCaTh U
3arpy3HTh;

4.  Ecnam Tl TOBOpHUIIL C JIOJIBMH, KOTOPBIX HE 3HAEllb, HE
UCIIOJIb3YH CBOE peallbHOE€ UMS U JPYTYIO JUYHYI0 HH(OpMaLUIO: UMS,
MECTO >KUTEIIbCTBA, MECTO YUEOBbI U IPOYEE;

5.  H3berait pasmemienus ¢otorpapuii B MHTEepHeTe, rae Tl
U300pakeH Ha MECTHOCTHU, 10 KOTOPOH MOXXHO ONpPEIEIUTh TBOE
MECTOIOJIOKECHHUE;

6. Ilpu peructpauum B COLMAJIBHOW CETH HEOOXOAMMO
UCIIOJIb30BaTh CIIOXKHBIE MApOJIM, cocTosuMe Hu3 OykB M LUPp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JIJist conuanbHOM CETH, TIOYTHI M JIPYTUX CAWUTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Torma ecau  TeOs  B3JIOMAKOT, TO

3JIOYMBINUJICHHUKHU I10JIYy4aT AOCTYII TOJBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.

DJICKTPOHHbIE TeHLIH

DNEeKTPOHHBIC JIEHBIH — 3TO OYEHb YMOOHBIA CIOCO0 IUIaTeXel, OJIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYNUTh 3TH JCHBIH.

DJIEKTPOHHBIE IEHBIY MOSIBUJIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHUX FOCyAapCTBax /10 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHU QYHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
MX Pa3JeiAI0T HA HECKOJIBKO BUJOB — aHOHUMHBIC U HE aHOHHWMHbIE. Pa3Huia B
TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3periaeTcs MPOBOIUTh oreparuu 6e3
UIeHTU(PUKAIIMKM  TIOJB30BaTENsl, a B HE AHOHUMHBIX MJICHTUUKAIUS

II0JIL30BATEIIS SIBIISIETCA 00s3aTEIIHHOM.



Taxxe crnemyer pa3nuyaTh OJJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
roCyapCTBEHHBIM BaJIOTaM) W BJIEKTPOHHbIE HE (hUATHBIE ACHBIM (HE pPaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbI AMU:

1.  IlpuBsiku K cueTy MOOMIIBHBIN TenePoH. ITO caMblil yIOOHBIN
U OBICTPBINA CIIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBszanubiil Tenedon
MIOMOKET, €Cu 3a0y/Ielllb CBOM IUIATEKHBIN NMapoJib WU 3aiiIelllb Ha CalT C
HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonw3yii omgHopasoBele maponu. Ilocne mepexoma Ha
YCUJICHHYIO aBTOpHU3AIUIO TeOe yke He OyleT yrpoKaTh OMACHOCTb KpaxXu
WJIM TIEpEXBaTa IIaTeKHOIO MapoJs;

3.  BriGepu cnoxsslii maposb. IlpecTynmHukam OyAeT HENMpOCTO
yrajgarh CIOXHBIA Maposib. HaxexxHele mapoim — 3TO IapoJid, KOTOpPbIE
coJiep>KaT HE MEHEee 8 3HAKOB M BKJIOYAIOT B €05l CTPOUYHBIE U MPOIHUCHbBIE
OyKBBI, IU(pPBI U HECKOJBKO CHMBOJIOB, TAKME KakK 3HaK JoJuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE Ha caillTax, KOTOPbIM HE

JIOBEPSICIIIb.

DJCKTPOHHAS MOUYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUSI U MPEIOCTABISIEMBIE €10 YCIYTU IO
MEPECHUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMIBIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_1oMeHa. Takxke KpoMe nepenadu
IIPOCTOT0 TEKCTA UMEETCS BO3MOKHOCTD NEpeiaBaTh (aiibl.

OcHOBHBIE COBETHI IO 0€30MacCHO| padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBWIIbHBIA MOYTOBBIN cepBuc. B MHTepHEeTe
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYyYIIe
JIOBEPATH TEM, KOI'0 3HACIIb U KTO IIEPBLIA B PEUTHHIE;

2. He yka3piBaii B JMYHOM MOYTE JIMUHYIO HHGOPMAIHUIO.
Hampumep, nydimie BbIOpaTh «My3bIKaIbHBIN (aHaT@» uiu «pok2013»
BMeECTO «TeMal3y;

3. Hcnons3yil IBYX3TalmHYH aBTOPU3AIMIO. JTO KOrJa MOMHMO

NapoJisi Hy’)KHO BBOJUTH KO/, IPUChUIaeMblii o SMS;



4, BriOepu ciioxHBIM maposb. s KakIoro modtroBOro sIIMKa
JIOJDKEH OBITh CBOM HAJIC)KHBINM, YCTOMYHMBBIN K B3JIOMY MapoOJib;

S. Ecnu ectp BO3MOXHOCTh HamucaTh CaMOMY CBOWM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. HUcnone3yii HECKOJIBKO TMOYTOBBIX SIIUKOB. [lepBwi s
YaCTHOM TMEpENHuCKh C aapecaTaMu, KOTOPbIM Tbhl JOBEpSClIb. JTO
AJIEKTPOHHBIN a/ipec HE HaJ0 UCIOJIb30BaTh MPU PEruCTpaluu Ha Ghopymax
U calTax;

7. He otkpeiBail Qaitnel U Apyrue BIOXKEHHS B MHUCbMax Jaxe
€CJIM OHU IPUIUIA OT TBOUX Jpy3e. Jlydnie yrouHu y HUX, OTIPaBIISIIN JIA
OHHM TeOe ITH (ailibl;

8. [locne oxoHuaHust pPabOTBI Ha IIOYTOBOM CEpPBUCE TEpen

3aKPBITHUCM BKJIAAKH C CalTOM HE 336}/,[15 Ha)XaTh Ha « BT,

KuoepOv/LINHT WM BUPTVAJLHOE H31€BATEILCTBO

KubepOymnuHr — 3TO mpeciaeroBaHUE COOOLIEHUSMH, COAEpKAIIUMU
OCKOpOJIeHUS, arpeccuro, 3aIlyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYJIITMHIOM:

1.  He Opocaiics B 60i. JIyumnii cmoco0: mocoBeTOBaThCA Kak ce0st

BECTM U, €CIM HET TOro, K KOMY MOXHO OOpaTuTbCsi, TO BHayaie

ycrnokouThecsi. Ecim  Thl  HayHemb OTBeYaTh OCKOPOJEHUSIMH  Ha

OCKOpOJICHHUS, TO TOJILKO €I1e OOJIBIIE Pa30KKEITh KOHDIUKT;

2. Ympasisii cBoelt kubeppemyTaiueii;
3. AHOHUMHOCTL B cetd MHHUMas. CylecTBYIOT CIOCOObI

BBISICHUTh, KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;

4, He croutr Bectu Xynuranckuii oOpa3 BUPTYyalbHOW KU3HHU.

WNuTtepHeT (ukcupyeT Bce TBOM JIEHCTBUS W COXPAHICT UX. YIalUTh HX

OyJIeT KpaiftHe 3aTpyAHUTEIBHO;

5. Benu cebs BEXINBO;
6. Urnopupyn €AMHUYHBIN HETaTHUB. OnHopa3zoBbie

OCKOPOUTEbHBIC COOOIICHHs Jyd4Illle WUTHOpUpoBaTh. OOBIUHO arpeccus

IpeKpaIaeTcs Ha HadalbHOM CTaIuu;



/. banm arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU
COOOIICHUSIMU, B COLMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKHU
OTIPaBKH COOOIIEHHIA C OMPEIEIIEHHBIX aPECOB;

8. Ecmm TBhl cBuzmerenr kubepOymimnra. TBou nmedcTBus:
BBICTYIIUTh MPOTHB MpECcienoBaTeNs, MOoKa3aTh €My, YTO €ro JAeWCTBUA
OLIEHMBAIOTCSI HETaTUBHO, TOAJEpXKaThb KEPTBY, KOTOPOH HyKHa
IICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCHBHOTO

ITIOBCIACHHUA B CCTH.

MoouanLHbBIN TeJaehoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO CPEACTB 3aIIUTHI JIJIsl TOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX IMPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak jiis [1K, To sxe camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIJIbHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHHe (QYHKIMOHAIA BIIEYET 3a COOOMU
OOJIBIIYIO CIIO)KHOCTh U MEHBIIYIO 3aIUIIIEHHOCTD.

Jlanexko He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOIINE
KPUTHYECKHUE YSI3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBeTHI 71 0€30MACHOCTH MOOMJIBHOIO TesledoHa:

1. Bynb octopoxeH, Beap koraa Ttebe mpeayiararoT OecIUIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIYTH;

2. Hymaii, npexae yeMm otnpaButb SMS, ¢oto wim Buaeo. Tbl

TOYHO 3HAfCIlIb, 1€ OHU 6y,Z[yT B KOHCYHOM HUTOIE?

3. HeoO6xomumo OOHOBIIATH OINEPAIlMOHHYIO CHCTEMY TBOETO
cMapTQoHa;

4.  Hcnonwp3yil aHTUBUPYCHBIE TMPOTPAaMMBI JUISI MOOWMIIBHBIX
TenedOoHOB;

5.  He 3arpyxaii npuiaoeHus OT HEU3BECTHOTO MCTOYHHKA, BEIb

OHH MOTYT COJIEP)KaTh BPEIOHOCHOE MPOTPaMMHOE 00eCTIeueHNE;

6. [Tociie TOro kak Thl BBIWJEIIL C CAWTa, TI€ BBOAWJ JIMYHYIO
uH(OpMaIUIOo, 3211 B HACTPOUKHU Opay3epa U ynainu cookies;

7. Ilepyonuyecku  mpoBepsid,  KakWe  IUIATHBIE  YCIIYI'M

AKTUBHUPOBAHLI HA TBOEM HOMCEPC,



8. JlaBaii cBoWi HOMEP MOOWIBHOTO TeliehoHA TOJBKO JIHOMISIM,
KOTOPBIX THI 3HACIIb U KOMY JIOBEPSICIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOIrZa Thl HM HE

noJsib3yenbesd. He 3a0b1Bail MHOT 12 IPOBEPSITH 3TO.

OUINHHT WIH KPAa’Ka JHYHbIX JJAHHBIX

['maBHas uenp ¢uUIIMHTA, BUJA HMHTEPHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYeHUH KOH(PUACHIIMAIBbHBIX JIAHHBIX MOJIb30BATEIECH — JIOTMHOB M IMapoJieH.
Ha anrmwmiickom si3bike phishing unraercs xak ¢ummar (ot fishing — peiOHas
JIOBJIs, password — mapoJib).

OcHOBHBIE COBETHI IO 0OPBHOE ¢ PUIINHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciu Tl 0/103peBaeliib, 4TO TBOS
aHkeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ U COOOIIUTH
aJIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnons3yil Oe3omacHble BeO-CaThl, B TOM YHCIIE UHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;

3.  Hcnonb3yii cnokHble U pa3Hbie mapoiiu. TakuMm o0pazoM, eciu
Te0sl B3JIOMAIOT, TO 3JOYMBIIUICHHUKHU TMOJIY4YaT JIOCTYIN TOJILKO K OJHOMY
TBOEMY NMPODUIIIO B CETH, & HE KO BCEM;

4, Eciu Tebs B3joManu, TO HEOOXOAMMO NPEAYNpPEIUTh BCEX
CBOMX 3HAKOMBIX, KOTOPbIE JOOABIICHHBI y T€0sI B IPY3bsiX, O TOM, UTO TeOs
B3JIOMaJu W, BO3MOXKHO, OT TBOEr0 HMMEHHM OYIET pacchliaThCsi ClaM U

CCBUIKH Ha (DUIIIMHTOBBIE CAUTHI;

S. YcranoBu HagexHbli napodib (PIN) Ha MoOMIBHBIN TenedoH;
6. OTkI09M cCOXpaHEeHHUE MapoJis B Opaysepe;
7. He oTkpwiBail Qaiinpl U Apyrue BIOXKEHHS B MUChMax JIake

€CJIM OHU IPUIUIA OT TBOUX JApy3el. Jlydiie yrouHu y HUX, OTHIPaBIISAIN JIA

OHH TeOe ATH (aiiIbl.



